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IM9 Information Security Policy 
Category: IM (Information Management) 
Effective Date: March 6, 2025  
Approving Jurisdiction: President 
Administrative Responsibility: Vice President Administration 

A. Context and Purpose 

Kwantlen Polytechnic University possesses information that is sensitive and valuable, such as 
personal information, financial data, building plans, research data, and other information 
considered restricted. Some information is protected by Federal or Provincial laws or 
contractual obligations that prohibit its unauthorized use or disclosure. 

The disclosure of certain University information to unauthorized parties could cause irreparable 
harm to the University or members of the University community and could also subject the 
University to fines or other government sanctions. Additionally, if University information was 
tampered with or made unavailable, it could impair the University's ability to do business. 

This Policy and related Procedure establish guidelines to protect University information as 
appropriate to its Information Sensitivity Level. 

This Information Security Policy and related Procedure shall be interpreted in harmony with up-
to-date versions of related legislation, agreements, and policies, as they may be amended. 

B. Scope and Limits 

This policy and its related procedure apply to: 

1. All University employees, faculty, students and non-employees as defined in the IM9 
procedure document. 

C. Statement of Policy Principles 

1. The University is committed to taking the appropriate measures to preserve the 
confidentiality, integrity and availability of University information and information 
technology systems. Reasonable security arrangements for information resources are 
necessary to achieve the University’s commitment to the protection of privacy and 
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compliance with the Freedom of Information and Protection of Privacy Act (BC), 
University policies, other relevant legislation/regulations and contractual obligations. 

2. All employees and non-employees including students, contractors and those who are 
associated with the University and/or working on behalf of the University who have 
access to University Information or Personal Information (as defined in the definitions 
section of the procedure document) are expected to adhere to this policy. 
Responsibilities include:  

2.1. Protect the confidentiality, integrity and availability of the University's 
information wherever the information is located, e.g., held on physical 
documents, stored on computer media, communicated over voice or data 
networks, exchanged in conversation, etc.  

2.2. Handle University information in accordance with the University’s 
requirements for protecting privacy and confidentiality. Please refer to the 
related policies below. 

2.3. Report any activities or incidents i.e. phishing, malware, ransomware and 
unauthorized access that may compromise University information to the 
employee’s supervisor, or to the IT Service Desk.  

2.4.  Complete the mandatory Information Security Awareness Training, as required 
for all KPU employees and faculty. 

2.5. Inform the University's Office of General Counsel before taking any action if 
you receive compulsory requests for information, even though many federal or 
provincial laws create exceptions allowing for the disclosure of information to 
comply with subpoenas, court orders, and other such requests. 

3. Operations Security 

3.1. Information Technology must implement processes, technologies, and 
practices that are designed to protect data, systems, and operations within KPU 
from unauthorized access, disclosure, alteration, or destruction. This is critical 
in maintaining trust and safeguarding the integrity of business operations. 

4. Breaches of this Policy and its related Procedure may be subject to the full range of 
disciplinary actions available to the University.  

5. In the event of a discrepancy between this policy and KPU’s Collective Agreement with 
either the KFA or the BCGEU, the Collective Agreement shall prevail. 
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D. Definitions 

Refer to Section A of IM9 Information Security Procedure for a list of definitions in support of 
this Policy. 

E. Related Policies and Legislation 

Freedom of Information and Protection of Privacy Act (BC) 
BP5 Use of University Property Policy 
IM8 Privacy Policy 
IM2 Freedom of Information Policy 
IM3 Information and Educational Technology Policy 
IM4 Confidentiality Policy 
IM10 Records and Information Management Policy 

F. Related Procedure 

IM9 Information Security Procedure 


	A. Context and Purpose
	B. Scope and Limits
	C. Statement of Policy Principles
	D. Definitions
	E. Related Policies and Legislation
	F. Related Procedure

